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INFORMATION SECURITY STRATEGY

Information security strategy: MOF experience in Risk Management

Several Best practices in Information Security from Ministry of Finance include:

e Strong awareness of importance of information security system from ministry leadership.
Right in 2002, the Ministry did approve the master plan for “Comprehensive Information
Security solutions for Financial Sector”.

¢ A ready comprehensive solution for Information Security: from policies, compliance,
sequential deployment of network, application and database security.

e Proper investment in man power training for Information Security
Protecting Vital Information to Secure Techcombank Customer

At Techcombank, customer information has been secured at multi-level. Firstly, end-user security
and control. Secondly, internal audit, information security compliance and policies. Thirdly,
technology-based security. These solutions are regularly implemented, checked and assessed for
maximum updates and efficiency fine-tuning.

Ensuring Compliance and Securing Your Data

Securing your critical information grows more critical each day as your sensitive information faces
increasing scrutiny from regulators and business partners. It is no longer just a matter of keeping
the bad guys out and away from the information.



Businesses now are expected to handle it properly, very often in accordance with contractual or
legal requirements. However, the typical organization has little idea of where the sensitive
information is kept, who has access to it and how it is really being used.

10 Strategies to Optimize IT Spending in an Economic Downturn

While the internet offers numerous advantages, it can unfortunately be a thriving place for
business threats. Computers and networks are always under the threat of malicious attacks and
being compromised. How can you protect your data and assets from being stolen? With the
current economic situation, how do you ensure protection to your network while optimizing your IT
budget? With shrinking IT budgets, what are the strategies and trends to optimize it in the current
downturn?

Practical approach in application of ISMS — SO 27001:2005

The ISMS complied with 1ISO 27001, in response to assuring the interested parties of their asset,
information will be "right use" (Confidentially with the Integrity and still Available at right time),
could be following the bad above track of ISO 9001 - if the company or organization do not apply
the correct way of the implementation.

The presentation will then to introduce the ISO 27001 with identification of those specific
"Requirements” with "Notes" and "Guidance" to explain the reason why we can choose the
correct way, cost effective way for implementing the standard and still to comply with the ISO
27001 requirement. Beside the presentation also point out how an organization could gain the
benefit of the implementation and certification of the ISO 27001 standard.



